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Executive Summary

This document provides the results of the vulnerability assessment performed by gpremper S.A. de C.v. for gpremper S.A. de
C.V.. The information contained within this document is considered extremely confidential and should be treated as such.

The scope of this analysis was to remotely audit and analyze the Risk 5 2 4.35%
system and/or resources of each host in this assessment. This
provides a "hacker's eye view" of the system to discover its
security vulnerabilities and weaknesses to possible hacker Risk 3 6 13.04%

penefration or attack.
Risk 2 0 0.00%

Risk 1 33 71.74%

The pie chart to the right represents the number of vulnerabilities
detected during the scan. categorized by level of risk. This
analysis scanned 1 total IP addresses. Of those, 1 hosts were
found with outstanding vulnerabilities. Risk factor definitions are
included at the end of the this repon.

The chart below shows how the potential security threats are
spread across different families of threat classifications. The
number of hosts with a vulnerability in that threat family is shown.

21 (] 1: Cross—dite Scripting
(| 1: Denial of Service
= 1: Firewealls, Routers, SMMP
(| 1: Service Detection
O 1: Web Services
O 1: Miscellaneous
1 -
D_

Number of Hosts vs. Threat Family Classifications

The graph below represents the seriousness of the security threats found during the assessment. The higher the percentage,
the higher the priority should be for resolving the discovered security threats.

Lower priority Higher priority

CONFIDEMTIAL 2 CONFIDENTIAL



Scope of Assessment

All of the hosts part of this assessment are listed in this section. 0 hosts were not scanned because they were inactive and
the Ignore Dead Hosts option was set. 0 hosts were scanned but not selected for inclusion in this report. 1 hosts are listed in
the table below along with some infarmation to help determine if there were any issues during the scan that may have
affected the results.

Of note are the Scan Time, Packet Loss, and Flags. The flags are described in the legend below. A non-zero packet loss is a
sign that there was some kind of congestion between the scanner and that host. 100% packet loss usually means the host
was not active, heavily firewalled to not allow any incoming traffic, or blacklisted by an Intrusion Prevention System (IPS). The
scans are configured to not be stealthy intentionally. Scan times can vary cansiderably. The primary factor affecting how long
a scan takes is the network between the scanner and target, specifically latency and packet filtering. The scan times are
shown in hours and minutes (HH:MM). A legend for the various flags used is provided below:

Flag Description

L) Is Latest: This flag indicates that the scan results being viewed for the hast are the most recent.

Is Dead or Blacklisted: This flag is set when it looks like the host was already dead or died during the
scan. For hosts returning no open ports or vulnerabilities, a stealthy probe will be performed to
determine if the scanner appeared to have been blacklisted.

Timed Out: Abnormally long-running scans will be aborted automatically. If the port scan or any of the
vulnerability-finding tools times out, then those long-running processes will be aborted and the scan will
be flagged as timed out. Partial results will still be reported, but the completeness of the results cannot
be guaranteed.

Unusual Number of Open Ports: Some targets will show an obnoxious amount of ports as open,
probably intentionally as a protection against port scanning. When 200 or more ports are returned as
open, all port scan results will be automatically removed.

Is Current Baseline: Any previous scan can be defined as the baseline to use in the differential
analysis. If a baseline has not been explicitly set, then the next latest scan will be used automatically.

SCANNER: EXTERNAL

Scan Packet

Host and Operating System Risk  F°0 Loee Flags

www.domain.com { 127.0.0.17) 5 00:39 0% E‘
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Vulnerable Hosts

This analysis scanned 1 total IP addresses. Of those, 1 host was found active with outstanding vulnerabilities or open ports.
The following table provides a brief summary about each of these active hosts and their analysis data.

SCANNER: EXTERNAL

Host Ports 5 3 2 1 Threats
www. domain.com 5 2 6 0 33 46
Totals: 5 2 6 0 33 46
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Discovered Open Ports (Nmap)

This assessment discovered a total of 5 distinct open network ports on the hosts in this report. This does not mean each
open port is a security threat, but it does show some possible points of entry to your network that an attacker could potentially
leverage. It is generally considered good practice to keep the number of open ports to a minimum. Sometimes hackers will
target computers with a large number of open network ports because they may be more susceptible to attack. Minimizing the
number of open network ports will help to minimize this risk and make your network less "attractive” to hackers and attacks.

A cross-reference of all discovered security threats by port number and risk factor is provided below. This analysis will help to
determine which port represents the greatest overall risk to the target system. The most vulnerable port has been highlighted.

27 |m 1: 22CF
O 1: 8MTCP
B 1: 443/ICF

I:l_
Number of Hosts vs. Open Ports
HOST: www.domain.com
Port Service Type (estimated) 5 4 3 2 1 Total
ICMP 0 0 0 0 1 1
TCP 0 0 2 0 2 4
TCP:22 OPENSSH 5.1P1 DEBIAN 6UBUNTUZ (PROTOCOL 2.0) 0 0 0 0 2 2
TCP:80 APACHE HTTPD 2.2.12 ((UBUNTU)) 1 4 4 0 24 33
TCP:443 APACHE HTTPD 2.2.12 ((UBUMNTUY}) 1 1 0 0 4 6
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Vulnerable Threat Families
The 46 total discovered vulnerabilities are spread across 6 families of threat classifications. The graph below shows the most
frequently occuring threat families discovered on this network. Also, a complete list of every threat classification along with
the number of vulnerabilities discovered is in the table below. The most vulnerable family has been highlighted.

2 = 1: Cross—Site Seripting
O 1: Denial of Service
= 1. Firewalls, Rowters, SNMP
O 1. Service Detection
O 1 ‘Web Services
O 1 Miscellanegous
1 —
|:| -
Number of Discovered Threats vs. Family Classifications
Family 5 4 3 2 1 Total
Cross-Site Scripting 0 0 2 0 0 2
Denial of Service 0 0 1 0 0 1
Firewalls, Routers, SNMP 0 0 1 0 0 1
Miscellaneous 0 0 0 0 3 3
Service Detection 0 0 0 0 1 1
Web Services 2 5 2 0 29 38
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Discovered Security Threats Summary

This section provides a simple one-line summary of each discovered potential security threat an each hast in this network.
These summaries are grouped by host and sorted by risk factor. The full analysis report for each host is linked to the IP

address.

Risk  Port
5 TCP:80
5 TCP:443
TCP:80
TCP:80
TCP:443
TCP:80
TCP:80

3 TCP

3 TCP
3  TCP:80
3  TCP:80
3  TCP:80
3  TCP:80

1 ICMP

1 TCP

1 TCP
1 TCP:22
1 TCP:22
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
1 TCP:80
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1D
145004
145004
142052
142055
142052
143351
144921
111618
112213
141014
139466
142425
144136
110114
118261
125220
110267
110881
110107
110302
110386
111419
124260
133817
135974
400000
400000
403092
403082
403082
403092

HOST: www.domain.com
Summary
Multiple WVulnerabilities in Apache < 2.2.15
Multiple WVulnerabilities in Apache < 2.2.15
Apache 2.2 < 2.2.14 Multiple Vulnerabilities
CGIl Generic Format String Vulnerability
Apache 2.2 < 2.2.14 Multiple Vulnerabilities

PHP < 5.2.12 Multiple Vulnerabilities

The Remote Web Server Uses A Version Of PHP That Is Affected By\nmultiple Flaws.

TCP/IP SYN+FIN Packet Filtering Weakness
TCP/IP Sequence Prediction Blind Reset Spoofing DoS
PHP < 5.2.11 Multiple Vulnerabilities

CGI Generic Cross-Site Scripting Vulnerability

CGI Generic Persistent Cross-Site Scripting Vulnerability
Web Server Prone to Cookie Injection Attacks
ICMP Timestamp Request Remote Date Disclosure
Apache Banner Linux Distribution Disclosure
TCP/IP Timestamps Supported

SSH Server Type And Version Information

SSH Protocol Versions Supported

HTTP Server Type And Version

Web Server Robots.txt Information Disclosure

Web Server No 404 Error Code Check

Web Server Office File Inventory

HyperText Transfer Protocol (HTTP) Information
Web Application Tests : Load Estimation

AWStats Detection

Potentially Sensitive Resource Discovered
Potentially Sensitive Resource Discovered
Interesting Web Document Found

Interesting Web Document Found

Interesting Web Document Found

Interesting Web Document Found

CONFIDENTIAL



Threat Differential
This section lists all of the differences in discovered threats for all hosts in this assessment. Differences are derived based on
the results obtained during the baseline scan.

This table shows the relative risks that exist on the hosts in this assessment and the remediation trends of said risks for the
period of 2011-05-02 - 2011-05-02.

5 3 2 1

Threats resolved since the baseline scan: 0 0 0 0
Threats discovered since the baseline scan: 0 0 0 0
Current outstanding threats: 2 6 0 33

There are no differences to report among all active hosts.

These hosts from this assessment are considered new since only scanned once: www.domain.com
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Network Characteristics
This section is not specific to security threats or vulnerabilities. Rather, the Network Characteristics section provides general
information about how each host in this assessment responded to some standard basic network testing. The information in

this section may be useful to gain an understanding of the characteristics of the hosts as seen from a remote network across
the Internet.
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Response Times and Packet Loss

Although ping is sometimes considered a valuable network diagnostic tool, it can also sometimes be used for certain denial of
service (DoS) attacks. You should consider the possible impact this may, or may not, have on your network resources.

The table below lists the packet loss and round-rip times (ms) for each hast in this assessment. Non-zero packet loss is a
sign of too much network traffic. A significant amount of packet loss may skew the results of the entire assessment. Please
note, however, that hosts that have no open ports and are rejecting ICMP Echo requests will report 100% packet loss.

Host Packet Loss Min Avg Max
www.domain.com 096 112.7 1159 1182
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Reverse DNS Information

Reverse DNS records are necessary for some network protocols and/or applications to function correctly. It is always a good
idea to give an IP address a valid reverse DNS record, even if it is just a generic name within your domain. The results fram
attempting to resolve each host in this assessment are shown below.

IP Address Reverse DNS Resolved By Authoritative Server

www .domain.com static. clients you
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Traceroute Response

The information below shows the round-trip times for each responsive hop between the scanner and target host in this
assessment. This traceroute was performed using a maximum TTL value of 30, one UDP query per TTL, and a starting TTL
of 5.

HOST: www. domain.com

Hop IP Address Hostname Time (ms)
5 4.69.134.153 ae-82-82.ebr2. Washington 47 .44
6 4.69137.57 ae-43-43.ebr2.Frankfurtt 133.98
7 4.69.140.18 ae-62-62.cswil.Frankfurt 134.53
a8 4.68.23.11 ae-1-69.edgeld.Frankfurt1 133.13
9 212.162.40.2086 Frankfurt1.Level3.net 154.90
10 213.239.240.243 hos-bb1 .juniper2.fs. 146.52
11 213.239.227.239 hos-trd.ex3k14.rz10.h 144.48
12 55.200.200.7 static. 144.24
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Online Public Database Search

There are various public databases, accessible via the Internet, which may contain information about your network, systems,
and company. Under normal circumstances, this information is not confidential and does not contain any errors. However, it
is also possible for these public databases to contain sensitive and/or incorrect data. If this is the case, the potential impact

could vary widely. It may be a simple typo, it may allow your network to be hijacked by hackers, or it may expose proprietary
information to the Internet.

In the sections Whois Domain and Whais Arin, online public databases were queried for information about each host in this
assessment. Because this information is specific to your network, www.domain.com  can not automatically determine if
this information is correct or not. Please review the results listed in those sections for each of these queries to ensure that the
information is both correct and non-confidential.
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IP Address Registries

The ARIN IP Address registry was queried for each host in this assessment. The results of this query should show the owner
(and associated contacts) for each host. This should probably be your company directly, your ISP, or maybe even your
hosting provider (if applicable). The entity listed below is considered the authoritative owner of the host.

HOST(s): www.domain.com

¥
# Query terms are ambigucus. The guery is assumed to be:
g " 1
#
$ Use "7" to get help.
#
#
# The following results may alsc ke cbtained wvia:
# http://whois.arin.net/rest/nets;g= R
#
NetRange T8.0.0.0 - 78.255.255.255
CIDR T8.0.0.0/8
Criginks
MNetName T8-RIPE
MetHandle NET-78-0-0-0-1
Farent
MetType Allocated toc RIPE NCC
Comment These addresses have been further assigned to users in
Comment the RIPE NCC regicn. Contact informaticon can be found in
Comment the RIPE database at http://www.ripe.net/whois
RegDate 2006-08-29
Updated 2009-05-18
Ref http: //whois.arin.net/rest /net/NET-78-0-0-0-1
Orglame RIPE MNetwork Coordination Centre
Orgld RIPE
Address P.0. Box 10098
City Amsterdam
StateProv
PostalCode 1001ER
Country NL
Feghate
Updat ed 2011-03-15
Ref http: //whois.arin.net/rest /org/RIPE
ReferralServer wheois://whols.ripe.net: 43
CrgTechHandle RNOZ29-ARIN
CrgTechtame RIPE NCC Operations
CrgTechPhone +31 20 535 4444
OrgTechEmail do_not_email@ripe.invalid
OrgTechRef http: //whois.arin.net/rest /poc/RNOZ29-ARTIN
#
# ARIN WHOIS data and services are subiject to the Terms of Use
# available at https://waw.arin.net /wheois_tou.html
#
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Domain Name Registries
This section attempted to resclve the domain name for each host in this assessment. Then, that domain name, if any, was
searched in the Internic and domain name registry databases. The results of this query should report the owner (and
associated contacts) for the domain name, if any, associated the host. This should probably be your company directly, your
ISP, or maybe even your hosting provider (if applicable). The entity listed below is considered the authoritative owner of the
domain name, if any, associated with the host.

HOST(s): www.domain.com

Copyright (c) 2010 by DENIC
Version: 2.0

Restricted rights.
Terms and Conditicns of Use

The data in this record is provided by DENIC for informaticonal purposes conly.
DENIC deoes not guarantes its accuracy and cannct, under any circumstances,

ke held liakle in case the stored information would prove to be wrong,
incomplete or not accurate in any sense.

A11 the domain data that is wisikle in the whois service is protected by law.
It is not permitted to use it for any purpese cther than technical or
administrative reguirements asscciated with the operation of the Internet.

It is explicitly forbidden to extract, copy and/ocr use or re-utilise in any
form and by any means (electronically or not) the whole or a quantitatively
or qualitatively substantial part of the contents of the whois database
without pricr and explicit written permissicn by DENIC.

It is prechikited, in particular, to use it for transmission of unsclicited
and/or commercial and/or advertising by phone, fax, e-mail or for any similar
purposes.

By maintaining the connectieon you assure that you have a legitimate interest
in the data and that you will only use it for the stated purposes. You are
aware that DENIC maintains the right to initiate legal proceedings against
you in the event of any breach of this assurance and to kar you from using
its whois service.

The DENIC whois service on port 43 never discleses any information concerning
the domain holder/administrative contact. Information concerning the domain
holder fadministrative contact can be cbtained through use of our web-based
whois service available at the DENIC website:
http:/fwaw.denic.de/en/background/whois-service/webwhois, html

o o oF ofF o oF oF of oF of of oF of of oF oF of oF oFf of oF of of oF oFf of o oF of oF oFf of oF oF of

Domain: your-server.

MNserver: ns.second-ns.

Nserver: nsl.your-seIrver

MNserver: ns3.second-ns.de

Status: connect

Changed: 2008-12-02T15:05:12401:00

[Tech-C]

Type: PERSON

Mame: Martin Hetzner
Address: Hetzner Online AG
Address: Industriestr. 6
PostalCode: 51710

City: Gunzenhausen
CountryCode: DE

Phone: +49-8831-610061
Fax: +49-9831-610062
Email: infofhetzner.de
Changed: 2003-01-28T08:12:09+401:00

[Zone-C]
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Type: PERSON

MName: Martin Hetzner
Address: Hetzner Online AG
Address: Industriestr. 6
PostalCode: 51710

City: Gunzenhausen
CountryCode: DE

Phone: +49-9831-610061
Fax: +49-9831-610062
Email: infolhetzner.de
Changed: 2003-01-28T08:12:09401:00
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Discovered Security Threats by Host

This section provides all the details about each discovered potential security threat for all of the hosts in this assessment.
These details are grouped by host and ordered by risk factor.

HOST: www.domain.com

Multiple Vulnerabilities in Apache < 2.2.15 D Port Risk
Web Services = Nessus 145004  TCP:80 5

According to its banner, the version of Apache 2.2 installed on the remote host is older than 2.2.15. Such versions are
potentially affected by multiple vulnerabilities :

- A TLS renegotiation prefix injection attack is possible. (CVE-2009-3555)

- The 'mod_proxy_ajp' module returns the wrong status code if it encounters an error which causes the back-end server to
be putinto an error state. (CVE-2010-0408)

- The 'mod_isapi' attempts to unload the 'ISAPLdI' when it encounters various eror states which could leave call-backs in
an undefined state. (CVE-2010-0425)

- A flaw in the core sub-request process code can lead to sensitive information from a request being handled by the wrong
thread if a multi-threaded environment is used. (CVE-2010-0434)

Solution:
Upgrade to Apache version 2.2.15 or later.

CVSS Information:
Low Attack Complexity, Complete Gonfidentiality Impact, Gomplete Integrity Impact, Complete Availability Impact

Additional References:

CVE-2009-3555, CVE-2010-0408, CVE-2010-0425, CVE-2010-0434, Bugtrag-36935, Bugtraq-38491, Bugtraq-38494,
Bugtrag-38580, OSVDB-59969, OSVDB-62674, OSVDB-62675, 0SVDB-62676, Secunia-38776,
http://httpd.apache.org/security/vulnerabilities_22.html, hitps:/issues.apache.org/bugzilla/show_bug.cgi?id=48359,
http://www.apache.org/dist/htpd CHANGES_2.2.15

Information from Target:

Apache version 2.2.12 appears to be running on the remote host based on
the following Server response header :

Server: Apache/2.2.12 (Ubuntu)

Multiple Vulnerabilities in Apache < 2.2.15 D Port Risk
Web Services :: Nessus 145004 TCP:443 5

According to its banner, the version of Apache 2.2 installed on the remote host is older than 2.2.15. Such versions are
potentially affected by multiple vulnerabilities :

- A TLS renegotiation prefix injection attack is possible. (CVE-2009-3555)

- The 'mod_proxy_ajp' module returns the wrong status code if it encounters an error which causes the back-end server to
be putinto an error state. (CVE-2010-0408)

- The 'mod_isapi' attempts to unload the 'ISAPLAI when it encounters various error states which could leave call-backs in
an undefined state. (CVE-2010-0425)

- A flaw in the core sub-request process code can lead to sensitive information from a request being handled by the wrong
thread if a multi-threaded environment is used. (CVE-2010-0434)

CONFIDEMTIAL 18 CONFIDENTIAL



Solution:
Upgrade to Apache version 2.2.15 or later.

CVSS Information:
Low Attack Complexity, Complete Confidentiality Impact, Complete Integrity Impact, Complete Availability Impact

Additional References:

CVE-2009-3555, CVE-2010-0408, CVE-2010-0425, CVE-2010-0434, Bugtrag-36935, Bugtraq-38491, Bugtraq-38494,
Bugtrag-38580, OSVDB-59969, OSVDB-62674, OSVDB-62675, OSVDB-62676, Secunia-38776,
http://httpd.apache.org/security/vulnerabilities_22.html, hitps:/issues.apache.org/bugzilla/show_bug.cgi?id=48359,
http://www.apache.org/dist/htpd CHANGES_2.2.15

Information from Target:

Apache version 2.2.12 appears to be running on the remote host based on
the following Server response header :

Server: Apache/2.2.12 (Ubuntu)

Apache 2.2 < 2.2.14 Multiple Vulnerabilities ID Port

Web Services = Nessus 142052  TCP:80

According to its banner, the version of Apache 2.2 installed on the remote host is older than 2.2.14. Such versions are
potentially affected by multiple vulnerabilities :

- Faulty error handling in the Solaris pollset support could lead to a denial of service. (CVE-2009-2699)
- The 'mod_proxy_ftp' module allows remote attackers to bypass intended access restrictions. (CVE-2009-3095)

- The 'ap proxy ftp handler' function in 'modules/proxy/proxy fip.c' in the 'mod_proxy ftp' module allows remote FTP
servers to cause a denial-of-service. (CVE-2009-3094)

Mote that the remote web server may not actually be affected by these vulnerahilities as Nessus did not try to determine
whether the affected modules are in use or check for the issues themselves.

Solution:
Either ensure the affected modules are not in use or upgrade to Apache version 2.2.14 or later.

CVSS Information:
Low Attack Complexity, Partial Confidentiality Impact, Partial Integrity Impact, Partial Availability Impact

Additional References:

CVE-2009-2699, CVE-2009-3094, CVE-2009-3085, Bugtrag-36254, Bugtrag-36260, Bugtrag-36596, OSVDB-57851,
OSVDB-58879, Secunia-36549, http:/www.securityfocus.com/advisories/17947,
http:/fwww.securityfocus.com/advisories/17959, http/fwww.intevydis.com'blog/?p=53,
https://issues.apache.org’bugzilla'show bug.cgi?id=47645, http://www.apache.org/dist/httpd/CHANGES 2.2.14

Information from Target:

Apache version 2.2.12 appears to be running on the remcte host based on
the following Server response header :

Server: Apache/2.2.12 (Ubuntu)

CGI Generic Format String Vulnerability D Part

Web Services :: Nessus 142055  TCP:80

The remote web server hosts CGI scripts that fail to adequately sanitize request strings. They seem to be vulnerable to a
'format string' attack. By leveraging this issue, an attacker may be able to execute arbitrary code on the remote host subject
to the privileges under which the web server operates.

Please inspect the results as this script is prone to false positives.
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Solution:
Restrict access to the vulnerable application / scripts. And contact the vendor for a patch or upgrade.

Additional References:
http://en.wikipedia.org/wiki/Format_string_attack

Information from Target:

Using the GET HTTP method, Nessus found that
+ The following rescurces may be vulnerable to format string :
/sistemas-de-scftware/?cat=%2508x

———————— output =======-=
<script type="text/javascript">
ff<![CDATA[

var LANGUAGEID_ES = 16777216;
var LANGUAGEID_EN = 33554432;
var LANGUAGEID_DE = 67108864;

Clicking directly on these URLs might expose the wvulnerabilities
(you will probkakly need to check the HTML source)

http: //www.domain.com/ ?cat=%2508x

Apache 2.2 < 2.2.14 Multiple Vulnerabilities D Port
Web Services :: Nessus 142052 TCP:443

According to its banner, the version of Apache 2.2 installed on the remote host is older than 2.2.14. Such versions are
potentially affected by multiple vulnerabilities :

- Faulty error handling in the Solaris pollset support could lead to a denial of service. (CVE-2009-26989)
- The 'mad_proxy_ftp' module allows remote attackers to bypass intended access restrictions. (CVE-2009-3095)

- The 'ap_proxy_ftp_handler' function in 'modules/proxy/proxy_ftip.c' in the 'mod_proxy_ftp' module allows remote FTP
servers to cause a denial-of-service. (CVE-2009-3094)

MNote that the remote web server may not actually be affected by these vulnerabilities as Nessus did not try to determine
whether the affected modules are in use or check for the issues themselves.

Solution:
Either ensure the affected modules are not in use or upgrade to Apache version 2.2.14 ar later.

CVSS Information:
Low Attack Complexity, Partial Confidentiality Impact, Partial Integrity Impact, Partial Availability Impact

Additional References:

CVE-2009-2699, CVE-2009-3094, CVE-2009-3085, Bugtraq-36254, Bugtrag-36260, Bugtraq-36596, OSVDB-57851,
OSVDB-58879, Secunia-36549, http:/Awww.securityfocus.com/advisories/17947,
http://www.securityfocus.com/advisories/17959, http2/www.intevydis.com/blog/?p=58,
https://issues.apache.org/lbugzilla/show_bug.cgi?id=47645, hitp://www.apache.org/dist/hitpd CHANGES 2.2.14

Information from Target:

Apache version 2.2.12 appears to be running on the remote host based on
the following Server response header :

Server: Apache/2.2.12 (Ubuntu)
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PHP < 5.2.12 Multiple Vulnerabilities D Port

Web Services :: Nessus 143351 TCP:80

According to its banner, the version of PHP installed on the remote host is older than 52.12. Such versions may be affected
by several security issues:

- It is possible to bypass the 'safe_mode' configuration setting using 'tempnam()'. {CVE-2009-3557)
- It is possible to bypass the 'open_basedir' configuration setting using ‘posix_mkfifa()'. (CVE-2009-3558)

- Provided file uploading is enabled (it is by default), an attacker can upload files using a POST request with
'multipart/form-data’ content even if the target script doesn't actually support file uploads per se. By supplying a large

number {15,000+) of files, he may be able to cause the web server to stop responding while it processes the file list.
(CVE-2009-4017)

- Missing protection for '§_SESSION' from interrupt corruption and improved 'session.save_path' check. (CVE-2009-4143)

- Insufficient input string validation in the 'htmispecialchars()’ function. (CVE-2009-4142)

Solution:
Upgrade to PHP version 5.2.12 or later.

CVSS Information:

Partial Confidentiality Impact, Partial Integrity Impact, Partial Availability Impact

Additional References:

CVE-2009-3557, CVE-2009-3558, CVE-2009-4017, CVE-2009-4142, CVE-2009-4143, Bugtrag-37389, Bugtrag-37390,
OSVDB-61208, OSVDB-61209, Secunia-37821, http://www.nessus.org/u?57f2d08I, http:/www.php.net/releases/5_2 12 php,
http://www.php.net/ChangelLog-5.php#5.2.12

Information from Target:

PHP wersion 5.2.10 appears to be running on the remote host based on
the following X-Powered-By response header :

X-Powered-By: PHP/5.2.10-2ubuntué.4\r

The Remote Web Server Uses A Version Of PHP That Is Affected By\nmultiple

Flaws. D Port
144921 TCP:80

Web Services : Nessus

According to its banner, the version of PHP installed on the remote host is older than 5.3.2 / 5.2.13. Such versions may be
affected by several security issues :

- Directory paths nat ending with '/ may not be correctly validated inside tempnam()' in 'safe_mode' configuration.

- It may be possible to bypass the 'open_basedir/ 'safe_mode' configuration restrictions due to an error in session
extensions.

- An unspecified vulnerability affects the LCG entropy.

Solution:
Upgrade to PHP version 5.3.2/ 5.2.13 or later.

CVSS Information:
Low Attack Complexity, Partial Confidentiality Impact, Partial Integrity Impact
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Additional References:

Bugtrag-38182, Bugtrag-38430, Bugtraq-38431, OSVDB-62582, OSVDB-62583, Secunia-38708,
http://securityreason.com/achievement_securityalert/82, httpy/securityreason.com/securityalert/7008,
http://archives.neohapsis.com/archives/fulldisclosure/2010-02/0209.htm, http:/www.php.netireleases/5 3_2 php,
http://www.php.net/ChangeLog-5.php#5.3.2, http://www.php.netreleases/5 2 13.php,
http://www.php.net/ChangelLog-5.php#5.2.13

Information from Target:

PHP wversion 5.2.10 appears to be running on the remote host based on
the following X-Powered-By response header :

X-Powered-By: PHP/5.2.10-2ubuntué.4\r

TCP/IP SYN+FIN Packet Filtering Weakness D Port Risk
Firewalls, Routers, SNMP :: Nessus 111618 TCP 3
The remote host does not discard TCP SYN packets which have the FIN flag set. Depending on the kind of firewall you are

using, an attacker may use this flaw to bypass its rules.

Solution:
Contact your vendor for a patch.

CVSS Information:
Low Attack Complexity, Partial Integrity Impact

Additional References:

Bugtrag-7487, O5VDB-2118, http://archives.nechapsis.com/archives/bugtraq/2002-10/0266.html,
http://www.kb.cert.org/vuls/id/464113

TCP/IP Sequence Prediction Blind Reset Spoofing DoS ID Port Risk
Denial of Service :: Nessus 112213 TCP 3
The remote host might be vulnerable to a sequence number approximation bug, which may allow an attacker to send spoofed

RST packets to the remote host and close established connections. This may cause problems for some dedicated services
(BGP, a VPN over TCP, etc...).

Solution:
See http:www.securityfocus.com/bid/10183/solution/

Additional References:
CVE-2004-0230, Bugtrag-10183, OSVDB-4030, IAVA-2004-A-0007, http://www.securityfocus.com/bid10183/solution/

PHP < 5.2.11 Multiple Vulnerabilities D Port Risk
Web Services : Nessus 141014  TCP:80 3

According to its banner, the version of PHP installed on the remote host is older than 5.2.11. Such versions may be affected
by several security issues :

- An unspecified errar occurs in certificate validation inside 'php_openssl_apply_verification_policy'.
- An unspecified input validation vulnerability affects the colar index in imagecolartransparent()'.
- An unspecified input validation vulnerability affects exif processing.

- Calling 'popen()’ with an invalid mode can cause a crash under Windows. (Bug #44683)
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Solution:
Upgrade to PHP version 5.2.11 or later.

CVSS Information:
Low Attack Complexity, Partial Availability Impact

Additional References:

CVE-2009-3291, CVE-2009-3292, CVE-2009-3293, CVE-2009-3294, Bugtrag-36449, OSVDB-58185, OSVDB-58186,
OSVDB-58187, OSVDB-58188, Secunia-36791, hitp://www.php.net/releases/5_2_11.php.
http://news.php.net’php.intemals/45597, http://'www.php.net/Changelog-5.php#5.2.11
Information from Target:

PHP wversion 5.2.10 appears to be running on the remote host kased on

the following X-Powered-By response header :

H-Powered-By: PHP/5.2.10-2ubuntub.4\r

CGI Generic Cross-Site Scripting Vulnerability ID Port Risk

Cross-Site Scripting = Messus 139466  TCP:80 3

The remote web server hosts CGI scripts that fail to adequately sanitize request strings with malicious JavaScript. By
leveraging this issue, an attacker may be able to cause arbitrary HTML and script code to be executed in a user's browser
within the security context of the affected site. These XSS are likely to be 'non persistent' or 'reflected’.

Solution:
Restrict access to the vulnerable application. Contact the vendor for a patch or upgrade.

CVSS Information:

Partial Integrity Impact

Additional References:
http://en.wikipedia.org/wiki/Cross_site_scripting#Non-persistent,
http://jeremiahgrossman.blogspot.com/2008/06/results-unicode-leftright

Information from Target:
Using the GET HTTP method, Nessus found that

+ The following rescurces may be vulnerable to cross-site scripting (XSS)
?lang=<IMG%20SRC="javascript:alert (42);">

———————— output ——-—=--=-

PUBLIC "-//W3C//DTD XHTML 1.1//EN"

"http:/ waw . w3 . org/TR/xhtm111 /DTD/xhtm111 . dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="<IMG SRC="djav [...]
<head>

<base href="http://www.domain.com /" />

CGl Generic Persistent Cross-Site Scripting Vulnerability D Port Risk

Cross-Site Scripting = Messus 142425  TCP:80 3

The remote web server hosts one or more CGI scripts that fail to adequately sanitize request strings containing malicious
JavaSecript. By leveraging this issue, an attacker may be able to cause arbitrary HTML and script code to be executed in a
user's browser within the security context of the affected site.

These issues are likely to be 'persistent' or 'stored, but this aspect should be checked manually. Please note that persistent
XSS can be triggered by any channel that provides information to the application. Nessus cannot test them all.

Or contact the vendor for a patch or upgrade.
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Solution:
Restrict access to the vulnerable application

CVSS Information:
Partial Integrity Impact

Additional References:
http://en.wikipedia.org/wiki/Cross_site_scripting#Persistent

Information from Target:

Using the GET HTTP method, Nessus found that
4+ The following rescurces may be vulnerable to cross site scripting

Tcat=£1lang=<BODY ONLOAD=alert (SURLS)>
Seen on

?cat=&lang=<BODY%200NLOAD=alert (G2£73697374656d617
32ded652d736f66T4TTA1T72652£3f6361743d266c6160673d30424£4459204f4ed4cd£414
43d616ce5T72T4282455524c24293e) >
———————— output ——-—=-=-=-
PUBLIC "-//W3C//DTD XHTML 1.1//EN"
"http://www.w3 . org/TR/xhtml1l /DTD/xhtml11]1 .dtd">
<html =xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="<BODY CNLCAD= [...]
<head>
<base href="http://www.domain.com /" />

Web Server Prone to Cookie Injection Attacks D Part Risk
Web Services = Nessus 144136  TCP:80 3

The remote web server hosts at least one CGI script that fails to adequately sanitize request strings with malicious
JavaSeript.

By leveraging this issue, an attacker may be able to inject arbitrary cookies. Depending on the structure of the web
application, it may be possible to launch a 'session fixation' attack using this mechanism.

Please note that :
- Nessus did not check if the session fixation attack is feasible.

- This is not the only vector of session fixation.

Solution:
Restrict access to the vulnerable application. Contact the vendor for a patch or upgrade.

CVSS Information:
Partial Integrity Impact

Additional References:

http://en.wikipedia.org/wiki/Session_fixation, hitp://www.owasp.org/index.php/Session_Fixation,
http://www.acros.si/jpapersisessian_fixation.pdf, http/projects. webappsec.arg/Session-Fixation
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Information from Target:

Using the GET HTTP method, Nessus found that
4+ The following resocurces may be vulnerable to coockie manipulation

?lang=<script >document .coockie="testemep=9057;"</scC

———————— output —-—=---=-

PUBLIC "-//W3C//DTD XHTML 1.1//EN"

"http:/ www . w3 . org/TR/xhtml111 /DTD/xhtm111 . dtd">

<html =xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="<script>docum [...]
<head>

<base href="http:// P =

ICMP Timestamp Request Remote Date Disclosure D Port Risk

Miscellaneous :: Nessus 110114 ICMP 1

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date which is set on your
machine. This may help him to defeat all your time based authentication protocols.

Solution:
Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).

Additional References:
CVE-1999-0524, O5VDB-594

Information from Target:

The difference between the local and remote clocks is 306 seconds.

Apache Banner Linux Distribution Disclosure D Port Risk
Web Services :: Nessus 118261 TCP 1
This script extracts the banner of the Apache web server and attempts to determine which Linux distribution the remote host

is running.

Solution:
If you do not wish to display this information, edit httpd.conf and set the directive 'ServerTokens Prod' and restart Apache.

Information from Target:

The linux distribution detected was
- Ubuntu 9.10 (karmic}

TCP/IP Timestamps Supported D Port Risk

Miscellaneous :: Nessus 125220  TCP 1
The remote host implements TCP timestamps, as defined by RFG1323. A side effect of this feature is that the uptime of the
remote host can sometimes be computed.

Additional References:
http://www.ieff.org/rfe/rfc1323.txt

SSH Server Type And Version Information D Port Risk

Service Detection :: Nessus 110267 TCP:22 1
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It is possible to obtain information about the remote SSH server by sending an empty authentication request.

Information from Target:

55H wversion : 55H-2.0-OpenSS5H_5.1pl Debian-6ubuntu2
55H supported authentication : publickey, password
SSH Protocol Versions Supported D

Miscellaneous :: Nessus 110881

This plugin determines the versions of the SSH protocol supported by the remote SSH daemon.

Information from Target:

The remote SSH daemon supports the following versions of the
SSH protocol

S55Hv2Z host key fingerprint : 14:2f:be:ea:d4c:67:ce:39:9a:7a:13:a5:59:05:54:fb

HTTP Server Type And Version D

Web Services : Nessus 110107

This plugin attempts to determine the type and the version of the remote web server.

Information from Target:

The remote web server type is
Apache/2.2.12 (Ubuntu)

Soclution : You can set the directive 'ServerTokens Prod' to limit
the information emanating from the server in its response headers.

Web Server Robots.txt Information Disclosure D

Web Services : Nessus 110302

Port Risk
TCP:22 1

Port Risk
TCP:80 1

Port Risk
TCP:80 1

The remote host contains a file named 'robots.txt' that is intended to prevent web 'robots' from visiting certain directories in a
web site for maintenance or indexing purposes. A malicious user may also be able to use the contents of this file to learn of
sensitive documents or directories on the affected site and either retrieve them directly or target them for other attacks.

Solution:

Review the contents of the site's robots.txt file, use Robots META tags instead of entries in the robots.txt file, and/or adjust

the web server's access controls to limit access to sensitive material.

Additional References:
OSVDB-238, http://www.robotstxt.org/welexclusion.html
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Information from Target:
Contents of robots.txt

User-agent: *

Disallow: fadmin/

Disallow: /box/

Disallow: fecgi-kin/
Disallow: /include/
Disallow: /fiot/

Disallow: /jsCalendar/
Disallow: /jsMenu/

Disallow: /lang/

# Disallow: /pics/

$ allow: /pics/content/
Disallow: /pics/logos/
Disallow: /pics/tree/
Disallow: /pics/wmarks/
Disallow: /pics/blank.gif
Disallow: /pics/trans.gif
Disallow: /pics/trans.png
Disallow: /pics/loading-bar.gif
Disallow: /pics/loading-circle.gif
Disallow: /pics/newsfeed.png
¢ Allow: /Suploaded/

Web Server No 404 Error Code Check D Pot  Risk
Web Services : Nessus 110386 TCP:80 1

The remote web server is configured such that it does not retum '404 Not Found' error codes when a nonexistent file is
requested, perhaps returning instead a site map, search page or authentication page.

Messus has enabled some counter measures for this. However, they might be insufficient. If a great number of security holes
are produced for this port, they might not all be accurate.

Information from Target:

The following title tag will ke used :

Web Server Office File Inventory D Port Risk
Web Services :: Nessus 111419 TCP:80 1

This plugin connects to the remote web server and attempts to find office-related files such as .doc, .ppt, .xls, pdf etc.

Solution:

Make sure that such files do not contain any confidential or otherwise sensitive information and that they are only accessible
to those with valid credentials.

Information from Target:

The following office-related files are available on the remote server

- Adobe Acrcobkat files (.pdf)

fuploaded/content/farticle /998827006, pdf

fuploaded/content farticle /1983748574, pdf
HyperText Transfer Protocol (HTTP) Information D Port Risk
Web Services : Nessus ks .

This test gives some information about the remote HTTP protocol - the versian used, whether HTTP Keep-Alive and HTTP
pipelining are enabled, etc. This test is informational only and does not denote any security problem.
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Information from Target:

Protocol version : HTTP/1.1
S55L : no
Keep-alive : yes
Options allowed : (Mot implemented)
Headers

Date: Mon, 02 May 2011 19:43:05 GMT\r
Server: Apache/2.2.12 (Ubuntu)\r
X-Powered-By: PHP/5.2.10-2ubuntu6.4\r
Set-Cookie: lang=es\r

Content-Language: es\r

Vary: Accept,Accept-Encodinghr

Expires: Thu, 1% Nov 1981 08:52:00 GMT\r
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0\r
Pragma: no-cache\r

Keep-Alive: timeocut=15, max=100\r
Connection: Keep-Alive\r

Transfer-Encoding: chunked\r

Content-Type: text/html; charset=iso-88589-1\r

L% s
Web Application Tests : Load Estimation D Port Risk
Web Services :: Nessus 133817 TCP:80 1

This script computes the maximum number of requests that would be done by the generic web tests, depending on
miscellanecus options. It does not perform any test by itself.

The results can be used to estimate the duration of these tests, or the complexity of additional manual tests.

Mote that the script does not try to compute this duration as it would depend upon extemal factors such as the network and
web servers loads.
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Information from Target:

Here are the estimated number of requests in miscellanecus modes
for the GET method only
[Single / Some Pairs / All Pairs / Some Combinations / 211 Comkinations])

arbitrary command execution @ 5=28944 SP=2944 AP=20944 S5C=2944 AC=2944
format string . 5=128 Sp=128 AP=128 SC=128 AC=128
header injection : S=128 SpP=128 AP=128 SC=128 AC=128
SSI injection T 5=384 SP=384 ap=384 S5C=384 AC=384
unseen parameters : 5=4480 SP=4480 AP=4480 SC=4480 AC=4480
blind SQL injection : 5=3072 SP=3072 AP=3072 SC=3072 AC=3072
SQL injection 1 5=3584 SP=3584 Ap=3584 S5C=3584 AC=3584
directory traversal 1 5=3712 Sp=3712 AP=3712 S5C=3712 AC=3712
local file inclusion 1 5=512 Sp=512 AP=512 5C=512 AC=512
welb code injection 1 5=128 SP=128 AP=128 5C=128 AC=128
persistent X55 1 5=512 Sp=512 AP=512 5C=512 AC=512
cross-site scripting (XS58) : 5=2176 SP=2176 Ap=2176 S5C=2176 AC=2176

Here are the estimated number of requests in miscellanecus modes
for both methods (GET & POST)
[Single / Some Pairs / All Pairs / Some Combinations / All Combinations])

arbitrary command execution : S5=5888 SP=5888 AP=5888 SC=5B888 AC=5888
format string . 5=25¢8 SP=254 AP=25% S5C=25¢6 AC=258
header injecticon . 5=258 SP=256 Ap=256 5C=256 AC=256
SSI injection . 5=T768 SP=768 AP=TGE SC=768 AC=T68
unseen parameters : 5=88960 SP=8960 AP=8960 S5C=8960 AC=8960
blind SQL injection : 5=6144 5P=6144 AP=6144 S5C=6144 AC=6144
SQL injection 1 5=T168 SP=T168 AP=T168 SC=T168 AC=T168
directory traversal o 5=T7424 SE=T7424 AP=T424 SC=T7424 AC=T424
local file inclusion : 5=1024 5P=1024 AP=1024 SC=1024 AC=10z
welb code injection . 5=25¢8 SP=254 AP=25% S5C=25¢6 AC=258
persistent XSS : 5=1024 5P=1024 AP=1024 SC=1024 AC=10z
cross-site scripting (XSS) i 5=4352 SP=4352 AP=4352 5C=4352 AC=4352

AWStats Detection D Port Risk

Web Services : Nessus deliein el

The remote host is running AWStats, an open source log analysis tool written in Perl used to generate advanced graphic
reports.

Additional References:
http://awstats.sourceforge.net/

Information from Target:

The following instance of AWStats was detected on the remote host

Version : unknown
URL : http://www.domain.com /fawstats/awstats.pl
Potentially Sensitive Resource Discovered D Port Risk
Web Services : Nikto 400000 TCP:80 1
Path: /

The Nikto web application scanner found an interesting file/url. It is recommended to verify that this resource does not contain
any sensitive information and is intended to be available to the public. If this is a legitimate resource, then this file/url can be
marked to be ignored from future reporting.

Information from Target:

DEBUG HTTP verb may show server debugging information. See http://msdn.microscft.com/en-us
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Potentially Sensitive Resource Discovered D Port Risk

Web Services = Nikto 400000 TCP:80 1

Path: jpcosmysqladmiines/dbconnect.ing

The Mikto web application scanner found an interesting file/url. It is recommended to verify that this resource does not contain
any sensitive information and is intended to be available to the public. If this is a legitimate resource, then this file/url can be
marked to be ignored from future reporting.

Information from Target:

/pecesmysgladm/incs/dbconnect.inc: This file should not ke accessibkble, as it contains datak

Interesting Web Document Found ID Part Risk
Web Services : Nikto 403092 TCP:80 1
Path: /css

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found D Port Risk
Web Services :: Nikto 403092  TCP:80 1
Path: /swi

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive information, remave the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found ID Part Risk
Web Services : Nikto 403092  TCP:80 1
Path: /pics/

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directary contains sensitive infarmation, remove the files from the web server or password protect them.

Additional References:
OSVDB-3092
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Interesting Web Document Found D Port Risk
Web Services : Nikto 403092 TCP:80 1

Path: /not

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found ID Part Risk
Web Services : Nikto 403092  TCP:80 1
Path: 1ib/

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found D Port Risk
Web Services = Nikto 403092 TCP:80 1
Path: jjs

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found ID Part Risk
Web Services : Nikto 403092  TCP:80 1
Path: /

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directory contains sensitive infarmation, remaove the files from the web server or password protect them.
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Additional References:

OSVDB-3092
Interesting Web Document Found D Port Risk
Web Services : Nikto 403092 TCP:80 1
Path: img/

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in

more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:
OSVDB-3092

Interesting Web Document Found ID Part Risk

Web Services = Nikto 403092  TCP:80 1

Path: kcliente/

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.

Solution:
If the file or directary contains sensitive infarmation, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Interesting Web Document Found D Port Risk
Web Services :: Nikto 403092 TCP:80 1
Path: /ad

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in

more focused attacks.

Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:
OSVDB-3092

Interesting Web Document Found ID Part Risk

Web Services = Nikto 403092  TCP:80 1

Path: /sitemap.xml

A potentially interesting file, directory or CGI was found on the web server. While there is no known vulnerability or exploit
associated with this, it may contain sensitive information which can be disclosed to unauthenticated remote users, or aid in
more focused attacks.
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Solution:
If the file or directory contains sensitive information, remove the files from the web server or password protect them.

Additional References:

OSVDB-3092
Potentially Dangerous Web Document Found D Port Risk
Web Services : Nikto 403093 TCP:80 1

Path: bugtest+/+

A potentially dangerous file was found on the web server. While there is no known vulnerability or exploit associated with this
file, it has been found in logs after web servers have come under attack from unknown sources and software. This may
indicate the presence of an undisclosed vulnerability that is being exploited in the wild.

Solution:

If the file or directary contains sensitive information, remove the files from the web server or password protect them. If GGI
programs contain exploits, remaove the files or correct the vulnerability.

Additional References:

QOSVDB-3093
Potentially Dangerous Web Document Found D Port Risk
Web Services = Nikto 403093  TCP:80 1
Path: /adi

A potentially dangerous file was found on the web server. While there is no known vulnerability or exploit associated with this
file, it has been found in logs after web servers have come under attack from unknown sources and software. This may
indicate the presence of an undisclosed vulnerability that is being exploited in the wild.

Solution:

If the file or directary contains sensitive information, remove the files from the web server or password protect them. If CGI
programs contain exploits, remave the files or correct the vulnerability.

Additional References:

0OSVDB-3093
Directory Indexing Enabled D Port Risk
Web Services :: Nikto 403268  TCP:80 1
Path: /ficons/

Directory indexing has been found to be enabled on the web server. While there is no known vulnerability or exploit
associated with this, it may reveal sensitive or "hidden" files or directories to remote users, or aid in more focused attacks.

Solution:
Disable directory indexing accarding to the web server's documentation.

Additional References:

OSVDB-3268
PHP Version And Information Disclosure D Port Risk
Web Services = Nikto 412184  TCP:80 1

Path: /index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B0OBC10000
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PHP contains a flaw that may lead to an unauthorized information disclosure. The issue is triggered when a remote attacker
makes certain HTTP requests with crafted arguments, which will disclose PHP version and another sensitive information

resulting in a loss of confidentiality.

Solution:

Mo patches are necessary to correct this issue. Set the "expose_php" setting to "Off" in the php.ini file, which will disable this

functionality.

Additional References:
QsSvVDB-12184

HTTP Server Type And Version D
Web Services :: Nessus 110107

This plugin attempts to determine the type and the version of the remote web server.

Information from Target:

The remote web server type is
Apache/2.2.12 (Ubuntu)

Sclution : You can set the directive 'ServerTokens Prod' to limit
the information emanating from the server in its response headers.

HyperText Transfer Protocol (HTTP) Information D

Web Services :: Nessus 124260

Port Risk
TCP:443 1

Port Risk
TCP:443 1

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and HTTP

pipelining are enabled, etc. This test is informational only and does not denote any security problem.

Information from Target:

Protocol version : HTTPR/1.1
55L : no
Keep-alive : yes
Options allowed : (Not implemented)
Headers

Date: Mon, 02 May 2011 19:43:06 GMT\r

Server: Apache/2.2.12 (Ubuntu)\r

fary: Accept-Encoding\r

Content-Length: Z278\r

Keep-Alive: timecut=15, max=100\r

Connection: Keep-Alive\r

Content-Type: text/html; charset=iso-8859-1\r

\r
AWStats Detection D
Web Services :: Nessus 135974

Port Risk
TCP:443 1

The remote host is running AWStats, an open source log analysis tool written in Perl used to generate advanced graphic

repors.

Additional References:
http://awstats.sourceforge.net/
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Information from Target:

The following instance of AWStats was detected on the remocte host

Version : unknown

URL : http://www.domain.com :443/awstats/awstats.pl
HTTP Methods Per Directory D Port Risk
Web Services : Nessus L

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory. Note that
the plugin output is only informational and does not necessarily indicate the presence of any security vulnerabilities.

Information from Target:

Based on the response to an OPTICONS request

- HTTP methods GET HEAD CPTIONS POST are allowed on

Based on tests of each method

- HTTP methods GET HEAD CPTIONS POST are allowed on
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External Advisories
Some of the security threats discovered have external advisory sources for additional cross-reference information. To view
the external advisory information, click on the reference number in the table below. Other web resources listed for the threat
will be linked to as well.

ID
145004

142052

143351

142085

144921

144136

112213

111618

139466

141014

142425

110302

403083
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Multiple Vulnerabilities in Apache < 2.2.15

CVE-2009-3555, CVE-2010-0408, CVE-2010-0425, CVE-2010-0434, Bugtrag-36935, Bugtrag-38491,
Bugtrag-38494, Bugtrag-38580, OSVDB-59969, OSVDB-62674, OSVDB-62675, OSVDB-62676,
Secunia-38776, hitp:/httpd.apache.org/security/vulnerabilities_22.html,
https://issues.apache.orglbugzilla/show_bug.cgi?id=48359,

http://www.apache.org/dist/htpd CHANGES_2.2.15
Apache 2.2 < 2.2.14 Multiple Vulnerabilities

CVE-2008-2689, CVE-2009-3084, CVE-2009-3085, Bugtrag-36254, Bugtraq-36260, Bugtrag-36596,
OSVDB-57851, OSVDB-58879, Secunia-36549, hitp:/www.securityfocus.com/advisories/ 17947,
hitp://www.securityfocus.com/advisories/17959, http:/www.intevydis.com’blog/?p=58,
https:/fissues.apache.orgbugzilla’'show_bug.cgi?id=47645,
http://waww.apache.org/dist/httpd/CHANGES_2.2.14

PHP = 5.2.12 Multiple Vulnerabilities

CVE-2009-3557, CVE-2009-3558, CVE-2009-4017, CVE-2009-4142, CVE-2009-4143, Bugtraq-37389,
Bugtrag-37390, OSVDB-61208, OSVDB-61209, Secunia-37821, http://www.nessus.org/u?5712d 08f,
http://www.php.net/releases/5_2_12.php, hitp:/www.php.net/ChangeLog-5 php#5.2.12

CGI Generic Format String Vulnerability
http://en.wikipedia.org/wiki/Format_string_attack

The Remote Web Server Uses A Version Of PHP That Is Affected By\nmultiple Flaws.

Bugtrag-38182, Bugtrag-38430, Bugtrag-38431, OSVDB-62582, OSVDB-62583, Secunia-38708,
http://securityreason.com/achievement_securityalert/82, http:/'securityreason.com/securityalert/7008,
http:/farchives.neohapsis.com/archivesfulldisclosure/2010-02/0209.htm,
http:/'www.php.net/releases/5_3_2.php, hitp://www php.net/Changelog-5.php#5.3.2,
http:/'www.php.net/releases/5_2 13.php, http:fwww.php.net/ChangelLog-5php#5.2.13

Web Server Prone to Cookie Injection Attacks

hitp://en.wikipedia.org/wiki/Session_fixation, http://www.owasp.org/index.php/Session_Fixation,
http://www.acros.si/papers/session_fixation.pdf, http://projects. webappsec.org/Session-Fixation
TCP/IP Sequence Prediction Blind Reset Spoofing DoS

CVE-2004-0230, Bugtrag-10183, OSVDB-4030, IAVA-2004-A-0007,
http://www.securityfocus.com/bid10183/sclution/

TCP/IP SYN+FIN Packet Filtering Weakness

Bugtrag-7487, OSVDB-2118, http://archives.nechapsis.com/archives/bugtraq/2002-10/0266.html,
http://www.kb.cert.orgivuls/id/464113

CGI Generic Cross-Site Scripting Vulnerability

http://en.wikipedia.org'wiki/Cross_site_scripting#Mon-persistent,
http://jeremiahgressman.blogspot.com/2009/06/ results-unicode-leftright

PHP = 5.2.11 Multiple Vulnerabilities

CVE-2009-3291, CVE-2009-3282, CVE-2009-3293, CVE-2009-3294, Bugtrag-36449, OSVDB-58185,
OSVDB-68186, OSVDB-58187, OSVDB-58188, Secunia-36791,

http://www.php.net/releases/S_ 2 11.php, http:/news.php.net/php.internals/45597,
http:/fwww.php.net/Changelog-5.php#5.2.11

CGI Generic Persistent Cross-Site Scripting Vulnerability
http://en.wikipedia.org/wiki/Cross_site_scripting#Persistent

Web Server Robats.txt Information Disclosure
OSVDB-238, hitp://'www.robotstxt.org/we/exclusion.html

Potentially Dangerous Web Document Found
OSVDB-3093
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110114 ICMP Timestamp Request Remote Date Disclosure
CVE-1999-0524, OSVDB-94

412184 PHP Version And Information Disclosure
OSVDB-12184

403268 Directory Indexing Enabled
OSVDB-3268

135974 AWStats Detection
http:/fawstats.sourceforge.net/

403092 Interesting Web Document Found
0OSVDB-3092

125220 TCP/IP Timestamps Supported
http:/fwww . ietf.org'ric/rfc1323.txt
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Education

The Education report is written to provide a very high level explanation of network and information security. This report will
also show some statistics about the need for security, dispel common myths about security, and define (in plain English)
many of the terms used throughout this document.

This particular section is non-technical and is geared toward non-technical individuals, business management, and/or
executives. For the stated audience, this report should be a prerequisite to the other reports in this document. If you are
already familiar with gpremper S.A. de C.v. documents, or if you are a technical professional, you may wish to simply skim
this Education report. However, if you are a non-technical person, it is strongly recommended that you read this report.

What is Network and/or Information Security

Before you can understand the concept of network security, you must decide what security means to you and your company.
Perhaps to you, feeling secure means knowing that you are safe from any outsider gaining access to your confidential files
and private company information. If this is the case, use this policy to evaluate what goes on with your network because the
same private information is also stored in your computer systems.

Network security simply means preventing unauthorized use of your computer network. Taking the necessary precautions to
protect your network will help to keep unauthorized users, or hackers, from gaining access to your computer system or
network. Network security can also assist you in detecting whether or not a hacker tried breaking into your system, and what
damage, if any, was done.

When it comes to network security, most companies fall somewhere between two boundaries: complete access and complete
security. A completely secure computer is one that is not connected to the network, not plugged in, and physically
unreachable by anyone. Obviously, a machine like this does not serve much of a purpose in your office. On the other hand, a
computer with complete access is very easy to use, requiring no passwords or autheorization to provide information.
Unfortunately, having a machine with complete access means anyone could access it. This could spell disaster for you and
your organization.
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Risk Factor Definitions

gpremper S5.A. de C.v. is a 100% impartial analysis company. The cdlassifications shown below are therefore based on
international and recognized industry standards.

Urgent Risk (Level 5)

Urgent Risk vulnerabilities provide remote intruders with remote root or remote administrator capabilities. With this level of
vulnerability, hackers can compromise the entire host. Level 5 includes vulnerabilities that provide remote hackers full
file-system read and write capabilities, remote execution of commands as a root or administrator user.

Critical Risk vulnerabilities provide intruders with remote user, but not remote administrator or root user capabilities. Level 4
vulnerabiliies give hackers partial access to file-systems (for example, full read access without full write access).
Vulnerabilities that expose highly sensitive information also qualify as level 4 vulnerabilities.

High Risk (Level 3)

High Risk vulnerabilities provide hackers with access to specific information stored on the host, including security settings.
This level of vulnerabilities could result in potential misuse of the host by intruders. Examples of level 3 vulnerabilities include
partial disclosure of file contents, access to certain files on the host, directory browsing, disclosure of filtering rules and
security mechanisms, susceptibility to denial of service (DoS) attacks, and unauthorized use of services (for example, mail
relaying).

Medium Risk (Level 2)

Medium Risk vulnerabilities expose some sensitive information from the host, such as precise versions of services. With this
information, hackers could research potential attacks to try against a host.

Low Risk (Level 1)
Low Risk vulnerabilities are informational, such as open ports.
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Threat Family Definitions

AlIX Local Checks

Local operating system and application level security checks for ALX.

Backdoors

Access to application files, system data, or confidential information.

Centos Local Checks

Local operating system and application level security checks for Centas.

CentOS Local Checks
CGl abuses

Cross-Site Scripting

Threats related to improper sanitation of untrusted input in web pages.

Database Services

Exploits in database servers, services, and configurations.

Debian Local Checks

Local operating system and application level security checks for Debian.

Denial of Service

Threats of DoS attacks exploits used to launch other Da$S attacks.

DNS Services

Vulnerabilities with domain name servers and configurations.

Fedora Local Checks

Local operating system and application level security checks for Fedora.

Firewalls

Firewalls, Routers, SNMP

Threats or attack methods related to firewall and router devices and the SNMP protocol.

FreeBSD Local Checks

Local operating system and application level security checks for FreeBSD.

FTP Services

Vulnerabilities of FTP (file sharing) applications, servers, or services.

General
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Gentoo Local Checks

Local operating system and application level security checks for Gentoo.

HP-UX Local Checks

Local operating system and application level security checks far HP-UX.

MacOS X Local Checks

Local operating system and application level security checks for MacOS X.

Mail Services

Threats dealing with e-mail server problems or exploits.

Mandriva Local Checks

Microsoft Bulletins

Local operating system and application level security checks for Microsoft Windows.

Miscellaneous

Various threats and attacks that do not fit into any other family.

Netware

Problems with Netware operating systems, applications, and services.

Peer-To-Peer Services

Threats of exposed private data through file sharing services.

Port scanners

Red Hat Local Checks

Local operating system and application level security checks for Red Hat.

Remote File Access

Unauthorized access fo files or data on your systems.

Remote Shell Access

Vulnerability of user or service-level accounts and information.

Service Detection

Tests for services, ports, and versions.

Slackware Local Checks

Local operating system and application level security checks for Slackware.

Solaris Local Checks

Local operating system and application level security checks for Solaris.

CONFIDEMTIAL 41 CONFIDENTIAL



SUSE Local Checks

Local operating system and application level security checks faor SuSE.

Ubuntu Local Checks

Local operating system and application level security checks far Ubuntu.

Unix

Problems, exploits, or attack methods related to UNIX systems or commaon UNIX services.

VMWare ESX Local Checks

Web Services

Problems exposed by web servers, configurations, or CGI scripts.

Windows

Problems with Windows operating systems, applications, and services.
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Definitions of Technical Terms

ARIN
American Registry of Internet Numbers. This is the primary governing body that regulates Internet IP addresses. Other similar
registries include APNIC and RIPE.

CaGl
Common Gateway Interface. A standard structure and protocol for running external programs from a web server. For
example, a program to process e-commerce credit card purchases would likely use CGI.

CVE / CAN
Common Vulnerabilities and Exposures / CANdidate. A dictionary that tracks information about known network and
information security vulnerabilities.

DoS
Denial of Service. DoS is a specific type of network attack which can make servers and/or routers crash and typically results
in a network outage.

DNS
Domain Name System/Service. A protocal used on the Intemet for translating hostnames into Internet addresses. For
example, DNS is the service that would translate www.google.com into the IP address 216.239.57.104. DNS is basically a
phone book for the Intermnet.

Domain Name
Strings of alphanumeric characters used to name/identify computers, netwarks, and organizations on the Internet.

Exploit
A vulnerability in software or computer configurations that can be used for breaking security or otherwise attacking an Internet
host over the network.

Family
The classification system used to determine the general category or type of service affected by a particular security threat.
For example, security threats specific to Microsoft Windows systems would be classified in the "Windows" family in the
security threats database.

Fingerprint
To identify by means of a distinctive mark or characteristic. For example, fingerprints are used to remotely identify which
services, servers, operating systems, etc... that are running on any network.

Firewall
Any of a number of security schemes that prevent unauthorized users from gaining access to a computer network. Generally,
a firewall is a hardware device installed on a network to help protect the network from hackers and attacks.

Hacker
A person who enjoys exploring the details of programmable systems and how to stretch their capabilities, as opposed to most
users, who prefer to leam only the minimum necessary. Many times the term is also used to describe a person who breaks
into computer systems and/or networks.

Host
See Server.

IP Address
A numerical representation of a computer's address on the Internet.

MTA
Mail Transport Agent. The program running on a server to perform email functions and protocols. For example, when you
send an email, your ISP's mail server uses an MTA to process the message.

Nessus
Open source security scanning engine used by most security professionals world-wide.

MNetwork
An interconnected group of computers and electronic systems. A LAN is an example of a network. The Internet is another
(albeit much more complex) example of a network.
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Port
A computer's network interface is divided into several channels - each channel is called a "port." A port is used by specific
hardware or software components to service requests on a network. For example, web servers typically use port number 80
to accept connections from users' web browsers. Generally, each computer has 65,535 unique ports.

Port Scan
The process of examining a group of ports on a computer to determine which ones are active. A port scan does not identify
which applications/services are running on a computer, what any active ports are used for, or any security threats on the
computer. It only determines which ports are active.

Protocol

A standard procedure for regulating data transmission between computers. For example, an email server uses a specific set
of protocols so that anyone on the Internet can send email to anyone else on the Intemet - regardless of which software or
ISP either party is using.

Risk Factor
The classification system used to determine the severity or potential impact of a particular security threat.

Security Scan
The process of using various information security methodologies and technigues to audit the level of security for a computer,
application, service, and/or network.

Security Threat
See Exploit.

Server
A computer that provides some service(s) to other computers that are connected to it via a netwark. For example, a web
server provides web pages to your computer via the Internet.

Service

Work performed, or offered by, a server. For example, a web server offers the service of providing web pages to a web
browser.

SSL
Secure Sockets Layer. A protocol designed to provide encrypted secure communications on the Intemet. SSL is very
commonly used to secure the transmission of e-commerce transactions. However, SSL does not provide any security for data
after the initial transmission of the transaction.

TCP/IP

Transmission Control Protocol / Internet Protocol. A suite of data networking and communications protocols for
communication between computers, used as a standard for transmitting data over networks and as the basis for standard
Internet protocols.

Virus
A rogue computer program that searches out other programs and infects them by embedding a copy of itself in them, so that
they become Trojan horses. When these programs are executed, the embedded virus is executed too, thus propagating the
infection. This normally happens invisibly to the user.

Vulnerability
See Explait.

VPN
Virtual Private Network. The use of encryption in the lower protocol layers to provide a secure connection through an
otherwise insecure network, typically the Internet.

Whois
An Internet directory service for looking up information on a remote server. Whois is commonly used to lookup information
about people, companies, IP addresses, computers, and domain names.
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